UPDATE:
SGPWA
Policies Review

Board of Directors
December 16, 2024




Policies
“rule or principle that guides decisions™

Personnel Policy Capitalizatiffh Credlt CarJ Investment Invocatmn
Policy — i

Medical Procuremgnt Records . Social Media
Reimbursement | Policy - ibdate Retention—
— inform/review inform/review

Reserves Policy

— inform/review Policy -

inform/review

Director’s
Director’s Travel Technology Staff Travel
Policy — review i Policy - review

Computer
Security Policy -
inform

Vandalism Policy
- new

. _ Electronic
Workplagg Election of Board | Inspection of ' '
Signature Policy-

Members Policy — | Public Records - :
) : review
review review

Purple Boxes - Operations Policies Green Boxes - Financial Policies Black Boxes - Board Policies




San Gorgonio Pass Water Agency

DATE: December 16, 2024

TO: Board of Directors

FROM: Lance Eckhart, General Manager
BY: Tom Todd, Jr., Chief Financial Officer

SUBJECT: REVIEW OF ELECTRONIC SIGNATURE POLICY

RECOMMENDATION

Complete the review of the Electronic Signature Policy.

PREVIOUS CONSIDERATION

e Board of Directors — February 13, 2023: After review and discussion, the Board
approved the Electronic Signature Policy.

ANALYSIS

The Board has chosen to review all Agency policies in order to make sure they are
appropriate for the Agency, up-to-date, and legal. The Electronic Signature Policy is one
of the policies that guide Agency conduct.

Signatures are a regular requirement for conducting business and electronic signatures
have been increasingly common in today’s administrative environment. While wet-ink
signatures are required in some instances, electronic signatures are often the preferred
way to authorize and memorialize business transactions.

Legal counsel provided the current policy and reviewed the policy in preparation for this
presentation. At this time, legal counsel has approved the policy as written.

STRATEGIC PLAN NEXUS

In the Finance and Administration section, objective #8: Assess and update policies and
ordinances to align with the Agency’s mission, vision, and values.

FISCAL IMPACT

The use of electronic signatures could result in cost efficiencies by reducing Staff time to
formalize various documents and agreements. Other than this potential, there is no other
budgetary impact for the implementation of this policy.

ACTION

Complete the review of the Electronic Signature Policy.
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RESOLUTION NO. 2023-03

A RESOLUTION OF THE SAN GORGONIO PASS WATER AGENCY
ENACTING AN ELECTRONIC SIGNATURE USE POLICY

WHEREAS, the San Gorgonio Pass Water Agency (“Agency”) is a wholesale water
agency formed under the San Gorgonio Pass Water Agency Law set forth in Water Code
Appendix 101 (“Law”); and

WHEREAS, the use of electronic signatures is allowed by California’s Uniform
Electronic Transactions Act (Civ. Code, §§ 1633.1 et seq.) and Government Code section 16.5
in the place of wet-ink signatures for official public agency documents, with limited
exceptions; and

WHEREAS, the Board recently designated a Board member as the Secretary of the
Board and that position requires the execution of a number of documents on a regular basis.
The use of an electronic signature will help expedite the execution of official documents
without the need for the Board Secretary to make frequent visits to the Agency offices; and

WHEREAS, the use of electronic signatures will be more convenient for the public and
reduce in-person contact in those situations where social distancing, or other restrictions, may
be in effect in the future; and

WHEREAS, electronic signatures can improve efficiency by streamlining document
review, removing the need to scan documents and reducing Staff time required to transfer,
store, and archive physical documents; and .

WHEREAS, the use of electronic signatures is also in the public interest as it will
reduce the unnecessary use of paper and ink, streamline document review, and reduce the
inefficient transfer of physical documents.

NOW, THEREFORE, BE IT RESOLVED BY THE BOARD OF DIRECTORS OF
THE SAN GORGONIO PASS WATER AGENCY AS FOLLOWS:

1. Incorporation Of Recitals The Recitals set forth above are incorporated herein and
made an operative part of this Resolution.

2. Adoption of Policy The Board of Directors hereby adopts the Electronic Signature
Use Policy attached hereto as Attachment A and incorporated herein by reference.

3. Effective Date The President of the Board shall sign this Resolution and the
Secretary of the Board shall attest thereto, and this Resolution shall be in full force and effect
immediately upon adoption.

4. Severability If any section, subsection, clause or phrase in this Resolution is for any
reason held invalid, the validity of the remainder of this Resolution shall not be affected
thereby. The Board hereby declares that it would have passed this Resolution and each section,
subsection, sentence, clause, or phrase thereof, irrespective of the fact that one or more
sections, subsections, sentences, clauses or phrases or the application thereof be held invalid.
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ADOPTED AND APPROVED this 13% day of February, 2023.
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Robert Ybarra, Secretary T
San Gorgonio Pass Water Agency




ATTACHMENT A

ELECTRONIC SIGNATURE USE POLICY

(attached behind this page)



SAN GORGONIO PASS WATER AGENCY

ELECTRONIC SIGNATURE USE POLICY
Adopted February 13, 2023

1. Purpose

By adopting this Electronic Signature Use Policy (“Policy”), the San Gorgonio Pass
Water Agency (“Agency”) seeks to implement guidelines for the use and acceptance of
electronic signatures to conduct official Agency business. This Policy allows the use of
electronic signatures in lieu of manual signatures, when permitted by law, and establishes when
an electronic signature may replace a manual signature.

II. Legal Background

California has adopted statutes regulating the use of electronic signatures including the
Uniform Electronic Transactions Act (“UETA”) (Cal. Civil Code § 1633.1 et seq.) and
California Government Code section 16.5. This Policy is intended to comply with all
applicable laws and regulations including, without limitation, the aforementioned statutes. To
the extent that any procedure or guideline under this Policy conflicts with applicable law, all
persons subject to this Policy are required to comply with the requirements of the applicable
law(s).

I11. Definitions

A. “APPROVED LIST OF DIGITAL SIGNATURE CERTIFICATION
AUTHORITIES” MEANS THE LIST OF CERTIFICATION AUTHORITIES
APPROVED BY THE CALIFORNIA SECRETARY OF STATE TO ISSUE
CERTIFICATION FOR DIGITAL SIGNATURE TRANSACTIONS INVOLVING
PUBLIC ENTITIES IN CALIFORNIA.

B. “DIGITAL SIGNATURE” MEANS AN ELECTRONIC IDENTIFIER,
CREATED BY COMPUTER, INTENDED BY THE PARTY USING IT TO HAVE THE
SAME FORCE AND EFFECT AS THE USE OF A MANUAL SIGNATURE. A
DIGITAL SIGNATURE IS A TYPE OF “ELECTRONIC SIGNATURE.”

C. “ELECTRONIC RECORD” MEANS A RECORD, FILE, OR
DOCUMENT CREATED, GENERATED, SENT, COMMUNICATED, RECEIVED,
OR STORED BY ELECTRONIC MEANS. AN ELECTRONIC RECORD
GENERALLY CONTAINS INFORMATION OR A DATA FILE THAT WAS
CREATED AND STORED IN DIGITIZED FORM THROUGH THE USE OF
COMPUTERS, MACHINES, AND SOFTWARE APPLICATIONS.

D. “ELECTRONIC SIGNATURE” MEANS AN ELECTRONIC SOUND,
SYMBOL, OR PROCESS, ATTACHED TO OR LOGICALLY ASSOCIATED WITH
AN ELECTRONIC RECORD AND EXECUTED OR ADOPTED BY A PERSON WITH
THE INTENT TO SIGN THE ELECTRONIC RECORD. FOR PURPOSES OF THIS
POLICY, A DIGITAL SIGNATURE IS A TYPE OF ELECTRONIC SIGNATURE.

E. “EXTERNAL DOCUMENT” MEANS ANY DOCUMENT GENERATED
BY OR REQUIRED TO BE SIGNED BY PERSONS OTHER THAN THE AGENCY.
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EXAMPLES OF EXTERNAL DOCUMENTS INCLUDE CONTRACTS TO WHICH
THE AGENCY IS A PARTY THAT MUST BE SIGNED BY A NON-AGENCY PARTY
OR APPLICATIONS COMPLETED BY THE MEMBERS OF THE PUBLIC AND
SUBMITTED TO THE AGENCY.

F. “INTERNAL DOCUMENT” MEANS A FORM OR DOCUMENT
CREATED BY THE AGENCY AND FOR USE EXCLUSIVELY BY THE AGENCY IN
WHICH A SIGNATURE IS REQUIRED OR USED.

G. “MANUAL SIGNATURE” MEANS AN ORIGINAL WET SIGNATURE
APPLIED TO A DOCUMENT.

H. “TRANSACTION” MEANS AN ACTION OR SET OF ACTIONS
OCCURRING BETWEEN TWO OR MORE PERSONS RELATING TO THE
CONDUCT OF BUSINESS, COMMERCIAL, OR GOVERNMENTAL AFFAIRS.

IV. General Policy Rules

The Agency encourages the use and acceptance of electronic signatures in internal and
external activities, documents, and transactions when it is operationally feasible, where
technology permits, and permitted by law.

A. COMPLIANCE WITH LAW. POLICY TO THE EXTENT
PERMITTED BY LAW AND THIS POLICY, THE AGENCY ACCEPTS
ELECTRONIC SIGNATURES AS LEGALLY BINDING.

B. USE OPTIONAL THE USE OR ACCEPTANCE OF ELECTRONIC
SIGNATURES SHALL BE AT THE OPTION OF BOTH THE AGENCY AND NON-
AGENCY SIGNATORIES. NOTHING IN THIS POLICY SHALL REQUIRE THE
AGENCY TO USE OR PERMIT THE USE OF ELECTRONIC SIGNATURES.

C. CONSENT ALL PARTIES THAT WISH TO USE ELECTRONIC
SIGNATURES SHALL AGREE TO FOLLOW THIS POLICY AND SHALL
PROVIDE WRITTEN OR ELECTRONIC CONSENT AS TO THE USE OF
ELECTRONIC SIGNATURES.

D. SIGNATURE USE THE GENERAL MANAGER OR DESIGNEE MAY
REQUIRE THE USE OF MANUAL, ELECTRONIC, OR DIGITAL SIGNATURES AT
HIS/HER DISCRETION.

E. INTERNAL AGENCY BUSINESS THE AGENCY REQUIRES THAT
VARIOUS INTERNAL DOCUMENTS BE APPROVED BY AN EMPLOYEE,
SUPERVISOR, DEPARTMENT HEAD, OR OTHER AGENCY STAFF AND
APPROVALS FOR INTERNAL DOCUMENTS MAY BE SIGNIFIED BY
ELECTRONIC MEANS AS A REPLACEMENT FOR A MANUAL SIGNATURE.

F. EXTERNAL DOCUMENTS AND TRANSACTIONS IF AN
ELECTRONIC SIGNATURE IS USED FOR AN EXTERNAL DOCUMENT
INVOLVING A TRANSACTION WITH THE AGENCY THAT CREATES OR
IMPOSES A LEGAL DUTY, THE GENERAL MANAGER MAY AUTHORIZE OR
REQUIRE THE USE OF A DIGITAL SIGNATURE.
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G. DOCUMENTS FOR WHICH ELECTRONIC SIGNATURES ARE
PROHIBITED

1. Documents that are intended to be recorded with the county, unless
otherwise allowed by law.

2. Signatures that must be made in the presence of a notary public, except
as set forth in Civil Code section 1633.11(a).

3. Civil Code section 1633.3 contains a list of other transactions for which
electronic signatures are unavailable.

H. VALID ELECTRONIC SIGNATURES WHEN A SIGNATURE IS
REQUIRED, THE PARTIES MAY AGREE THAT AN ELECTRONIC SIGNATURE
SATISFIES THAT REQUIREMENT IF:

1. For digital signatures, the signature is in accordance with the
requirements of the UETA and this Policy;

2. For other electronic signatures, the signature is created using an
electronic signature technology that has been approved by the General Manager and is in
accordance with the requirements of applicable law and this Policy; or

3. The signature is in accordance with any and all other applicable laws
and regulations.

L. VALID DIGITAL SIGNATURES

1. Digital signatures used in compliance with this Policy shall have the
same force and effect as the use of a manual signature provided that the digital signature has
all of the following attributes:

a. It is unique to the person using it;

b. It is capable of verification,

C. It is under the sole control of the person using it;

d. It is linked to data in such a manner that if the data is changed,

the digital signature is invalidated; and

e. It conforms to the regulations adopted by the California
Secretary of State including, but not limited to, the acceptable technology requirements set
forth under the California Code of Regulations, title 2, section 22003.

2. The certification authority issuing the certification for the digital
signature transaction must appear on the “Approved List of Digital Signature Certification
Authorities” authorized by the California Secretary of State.

3. Prior to accepting a digital signature, Agency staff shall ensure that the
level of security used to identify the signer of a document is sufficient for the transaction being
conducted, that the level of security used to transmit the signature is sufficient for the
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transaction being conducted, and that the certificate format used by the signer is sufficient for
the security and interoperability needs of the Agency.

J. MINIMUM STANDARDS THESE ARE MINIMUM STANDARDS.
ANY TRANSACTION MUST BE ANALYZED UNDER THE FACTS AND
CIRCUMSTANCES EXISTING AT THE TIME A TRANSACTION HAS BEEN
EXECUTED. DEPENDING UPON THE CIRCUMSTANCES, THE AGENCY MAY
REQUIRE A HIGHER LEVEL OF SIGNATURE VERIFICATION (L.E. OUT-OF-
STATE SIGNATORY). NOTHING IN THIS POLICY PROHIBITS AGENCY STAFF,
WITH THE CONSENT FROM THE GENERAL MANAGER, FROM REQUIRING A
WET SIGNATURE OR HIGHER FORM OF SECURE ELECTRONIC SIGNATURE
IF HE OR SHE BELIEVES IT IS PRUDENT OR NECESSARY.

K. ACCEPTABLE ELECTRONIC SIGNATURE TECHNOLOGIES THE
GENERAL MANAGER OR DESIGNEE SHALL IDENTIFY THE LEVEL OF
SECURITY PROCEDURES REQUIRED FOR PARTICULAR DOCUMENTS. THE
GENERAL MANAGER OR DESIGNEE SHALL ALSO IDENTIFY VENDORS AND
TECHNOLOGY TO EXECUTE THOSE SECURITY PROCEDURES USING
INDUSTRY BEST PRACTICES.

L. FURTHER ACTS NOTHING IN THIS POLICY SHALL PREVENT
THE GENERAL MANAGER OR DESIGNEE FROM ADOPTING ADDITIONAL
GUIDELINES OR TAKING FURTHER ACTIONS TO IMPLEMENT THIS POLICY
OR TO ADD OTHER PERMISSIBLE FORMS OF ELECTRONIC SIGNATURES TO
THIS POLICY.




